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L@lai CESNET, CESNET-CERTS, FLAB

laborator

e CESNET — Czech NREN operator

8CESNET
e CESNET-CERTS ‘iii"”""”"“

e 2004 — Established
e 2008 — Accredited CSIRT

e FLAB

e Forensic LABoratory I_‘. B Forenzni
e Established 6/2011 lahoratof
e Support team for CESNET-CERTS

e Incident analysis

e Penetration testing

e Other services
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Part |. — Brief Introduction
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LC? Why Forensic Analysis?

laborator

e Security Incident Handling

e Standard process

)[ Systemn Recovery ]

h 4

Cualified Respnnse]—){ Operational State ]

[ Incident Detection ]—F[Impa:tminimalizatinn

e Acquiring answers

= Detail (forensic) analysis

2015-03-20, Belgrade Security Seminar 2015



Sa; Cooperation Scheme

laborator

e Customer

e Problem (Incident)
e Description

e Evidence
« Metadata

e Questions
e Analyst

e Own / Outsourced
e Knowledge

= Answers

2015-03-20, Belgrade Security Seminar 2015

Customer

L Incident  }

[ ANSWers ](

—

Evidence

—

Metadata

-
D

Analyst

[ Knowledge ]

3

Questions

L

"Diao magic here"

{ Feport }




ﬁﬂf;gﬁ:‘;’:ﬁi Typical Questions

Is some backdoor left there? When was the server haCked?

Were used antiforesics methods?  when was the system on-line?

Which USB devices were connected? VWhich applications were used?

Which WebpageS were visited? Wwnich files were modified?
What was the content of communication? \Aho used the device?

How to find all infected machines?

What did the user do?  Was some malware present?

Which wifi networks were Used? i |p addresses were used by attacker?

Which vulnerability has been exploited? cayou worcraster

2015-03-20, Belgrade Security Seminar 2015
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Part Il. — Practical Examples

2015-03-20, Belgrade Security Seminar 2015



Sa; Belgrade Security Workshop 2015

aaaaaaaaa

CASE 1
Attack Vector on Web server
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L% Attack vector on Web server

laborator

e Metadata

e Web defacement

e Suspicious files on HDD
e Unauthorized application

e Evidence

e HDD image
e Questions

e How was the server infiltrated?

e Which files were created / modified?

e Did attacker created some backdoor?

2015-03-20, Belgrade Security Seminar 2015 9



LC? Attack vector on Web server

laborator

e Think Over Phase

e What we have

e Files ... MAC times
e Deleted files (Delete = MFT change, data stay on disk)

e Time information

- Hack time (,,you have been hacked” picture)
 Last reinstallation time, shutdown time, admin access, ...

e Unauthorized application

« How and when was installed

e What we can do

e Create timeline = activity = find attacker tools
 File analysis

2015-03-20, Belgrade Security Seminar 2015
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LAB Gicre

Attack vector on Web server

e Analysis scheme

HOD Image

—>

Tomcat config

A

—}-[ Config analysis ]—)

Timeline

File analysis

s

/
—

Apache server log

Default password

v

Tomcat Manager Application

\

p—

¥

Activity analysis

"

Inathorized app

Femote File Browser

Femote FHF Shell

v o

"you have bheen hacked" webpage €

—

2015-03-20, Belgrade Security Seminar 2015

Downloaded files

!

Backdoor

Ca v

Toaol activity analysis

P

Fun commands

v

rm -rf fvarflog

Access to files

v

leteipasswid
letc/shadow
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L% Attack vector on Web server

laborator

e Event timeline reconstruction

e T=0 Recon manager/.../howto.html

e T=410:09 Passwd guessing (3 times)

e T=+14:24 Login to manager

e T=+14:30 Upload ,,unauthorized app“

e T=+14:43  Start using , unauthorized app” (remote shell)

e Download more tools
« Download & distribute ,you have been hacked” webpage
e Access to files

e T=+20:15 Attempt to antiforensics

2015-03-20, Belgrade Security Seminar 2015



S? Attack vector on Web server

laborator

e Answers to questions

e How was the server infiltrated?

o Default + weak password for admin users
e Which files were created / modified?

e Acquired list of files
e Did attacker created some backdoor?

e Downloaded
e Tried to install

e Unsuccessfully

2015-03-20, Belgrade Security Seminar 2015
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Sa; Belgrade Security Workshop 2015

aaaaaaaaa

CASE 2
Device User Identification
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L% Device User Identification

laborator

e Metadata

e We found the device

e Want to handle it properly
e Evidence

e Nokia N810 + accessories

e Questions P

e Who used the device?

e When was the device used for the last time?

e What kind of data was on the device?

2015-03-20, Belgrade Security Seminar 2015 15



laborator

Sa; Device User Identification

e Think Over Phase

e What we have

e Mobile device
e« Maemo Linux (modified Debian)

« System partition
« Data partition
e Files... MAC times, deleted files

e Communication device — links to external sources?
e What we can do

e Get the system logs = timestamps
e Get user data = timestamps, metadata, contents

2015-03-20, Belgrade Security Seminar 2015 16



S? Device User Identification

laborator

e Creating images

e MicroSD card
e Connect to PC + FTK Imager
e Internal memory

« Application rootsh, DropBear SSH client nad Server
= changes to system drive
« dd, transfer via SSH

e 3 drives

e Internal: system (JFFS2), data (FAT32)
« Removable: microSD card (FAT32)

e Analysis scheme more extensive

2015-03-20, Belgrade Security Seminar 2015
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LAB Gicre

e Analysis — Carved files

Device User Identification

Hotspot login pages

= \Wikipedia (Travelling)

Motes from "Maemo Pad"

(employer and department

Academic articles

ME10 Installed packages Skype
i
Imaging Documents
.
Drive Images Bookmarks
¢ 2
File analysis —} Data carving —} * thrashinfo
L ¢
Device reset Files deleted Time of file deletetion Wayfinder

2015-03-20, Belgrade Security Seminar 2015

Academic site

Travelling
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I.GI? aboratr

e Analysis — Swapfile

Drive Images

v

|

File analysis ]—b[ sSwapfile analysis

Administration €

Messages

2015-03-20, Belgrade Security Seminar 2015

|

Device User Identification

Google search

"Gun&Weapons fan"

LIRL wisited

my-travel.diary
activity

/ |

Timestamps

/ !

Visiting
my-travel.diary

Weapon e-shops

-

MNews portals




L% Device User Identification

laborator

e Analysis — Data mining

e Boarding pass
e Doctoral thesis
e Web www.my-travel.diary

e Academic site

Google

2015-03-20, Belgrade Security Seminar 2015
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L% Device User Identification

laborator

e Answers to questions

e Who used the device?

e John Excavator (main user)

e Emily Gold-Digger (secondary user, GF of J.E.)

e When was the device used for the last time?
e 20.8.2014 14:13 UCT (data deletion)

e What kind of data was on the device?

e Freetime related (travelling, guns hobby)

« Academic work/study (doctoral thesis, research papers)

2015-03-20, Belgrade Security Seminar 2015
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CASE 3
Quick Malware Analysis

2015-03-20, Belgrade Security Seminar 2015
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T

Forenzni
laborator

Quick Malware Analysis

e Metadata P

e Scam e-mails delivered (1000s users) QN ‘)‘0

e Malware in attachment 1
o Without AV detection

e Evidence 0

e Several E-mail attachments

e Questions

e How to identify infected machines?
e How to stop malware outbreak?

e How to remove the malware?

2015-03-20, Belgrade Security Seminar 2015
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L% Quick Malware Analysis

laborator

e Think Over Phase

e What we have

e E-mail attachments — several malware samples
o Little time (data for incident response)
» Typical malware

- Changes to filesystem (create/modify files)
« Changes to registry (MS Windows)
- Communication with dropzone / C&C

e What we can do

e Dynamic analysis & run in monitored environment
e Analyse changes

2015-03-20, Belgrade Security Seminar 2015
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L@I? Quick Malware Analysis

laborator

e Controlled environment

e Virtual machine preparation

e Process monitor

e Wireshark <>

e CaptureBat
e RegShot

Part of ProcDot output

e Run malware
e Collect data
e Analyse collected data

e ProcDot (graphic visualization)

2015-03-20, Belgrade Security Seminar 2015
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Forenzni
laborator

LI

Quick Malware Analysis

e Analysis results

FPersistence thread

"Show contract' thread

Communication thread \ /

Processes

Malware sample

+

Funin Sandbox —-
Communication —

2015-03-20, Belgrade Security Seminar 2015

contract=ID=.rif

contract=ID= exe

+

/

Filesystern changes

Fegistry changes

—

Command & Control

Fassive DNS ]
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L@I? Quick Malware Analysis

laborator

e Answers to questions

e How to identify infected machines?

e Local signs: registry and filesystem changes

e Network signs: communication with list of IP addresses
e How to stop malware outbreak?

« Block creation of , ate.exe” (manual rule for AV/HIPS)
e How to remove the malware?

« Userspace = clean profile

e Recommended - reinstall (unknown orders from C&C)

2015-03-20, Belgrade Security Seminar 2015
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CASE 4
Malware Reverse Engineering

2015-03-20, Belgrade Security Seminar 2015
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===  Malware Reverse Engineering

laborator

STAV POCITACOVE TRESTNE CINNOSTI

. IVI eta d a ta éi%‘g SESKA REPUBLIKA POLICIE

Cheete-li odblokovat Va3 poitat a vyhnout se trestnimu stihdni, musite provést platbu ve vysi 2000 Ké.

. . e e
Viechny operace provadéné na tomto poitadi se zaznamenavaiji
[ ) I I u V I I Pokud pouiivite webovou kameru, video a fotografie se ukladaji pro Géely

identifikace.

e Locked computers
(kash

e Evidence

Vyméfite penize 2a Ukash kupén a zadejte kod kuponu do
formulaFe uvedeného nize.

Kéd

e Virtual machines images

3 dobu 3t 4 let
inych autorskymi pravy - filmy, software)

e Memory image @paysafecso

Vyméfite penize za Paysafecard kupén a zadejte kéd kuponu do

formuléfe uvedeného nize.

e Captured communications

Kod

1{2]3|4|5|{6f7|8]|9]0

Vezméte prosim na védomi, fe pokuta musi byt zaplacena do 48 hodin. Pokud
se Vam nepodari provést platbu ve stanovené Ihite, odblokovani Vaseho

ve va )
v ¥ tyto trest st
. 2y ity
Vie pokuty je usi bit proveden: in po of .
. I n élena pokuta nebude zaplacena, a cky jeno trest .
Po zaplaceni pokuty Vi poditat bude odblokovén. pocitace nebude moiné.

V tomto pFipadé proti Vém automaticky bude zahdjeno tresti fizeni.

How does the malware infect the machine?

Which changes were made on infected machine?
Where are the C&C servers?
What kind of data is collected and sent to C&C?

2015-03-20, Belgrade Security Seminar 2015
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Anes resaie”
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oMV

Grzabka | I
Eni

Ao

29



LC? Malware Reverse Engineering

laborator

e Think Over Phase

e What we have

e Image of drive & memory

e Communication
 Webpages not accessible online

e What we can do

e Analyse attack vector
- Memory, drive, communication

« Reverse engineering of malware
 Detail insight
 |IDA Pro, OllyDbg

2015-03-20, Belgrade Security Seminar 2015 30



S:e Malware Reverse Engineering

laborator

e Attack vector

Entrypoint
e Webpage |
) Fedirect
e Entry point v
o Redirect Exploit pack
o Infect page |
. . Infection
« Professional exploit pack v
 Install botnet client Botnet client
e Payload (Ransomware) |
Download
e C&Corder ¥
e Download & Run Ransomwware

e |P addresses — change in time

2015-03-20, Belgrade Security Seminar 2015



Sa; Malware Reverse Engineering

laborator

e Exploit Pack analysis

e Based on Blackhole

e Three variants

e PDF with exploit
e Font installation

« Java vulnerability

e Files used by malware (for detail analysis)

o %userprofile%/Local settings/Temp/wlsidten.dll
o %allusersprofile%/App Data/netdislw.pad

2015-03-20, Belgrade Security Seminar 2015
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LAB Malware Reverse Engineering

laborator

unpacklw.idb DLLEntryPoint

|

local vars

GetModuleFilenameh

# gen padfile name to 7global?

|ensure rundll.exe/lsass. exe in systemappdata
if procname!="lsass.exe"

if procname!E="rundll32 exe"

if filzeexists(systemappdata/ctfmon.Ink) |_

|| imsthrt. ex = || firefox, ez e resolve rmisc functions addresses
Il opsra.exe || fhrome. exe if filemxists| PADFILE)

read_blockl_frorm_padfile_and_decode

if prednamel="lex plorer ex 2" Iensure globalatorm DLLMODULE

ifl fileexists( ctfrron. Inkl )
L |

| /@ *persistence_create
create thread callCAC

craste thread persistence_link_ctfman_with_read_blackt~

Jump_GOF1_or_GOF2

2015-03-20, Belgrade Security Seminar 2015

o TRy WA

BeaRLCoeY call read block1 from padfile and decode

BBAOSCY S test esi, esi

BBRBSCTE jz short loc ABSCEA
ks = bd
0BABSCTE lea edx, [ebp+uvar 8]
ABARSCTE i = =
e Stack[ 0088BF48] : BOBSFFSF db 0

Stack[ 0OOBOF40] :0OOBSFF90 dd offfset aZes 94 2u7 2

06ASCES push  eax Stack[DOOBOFL0] :ABE5FF9L dd offset a66_197 258 229
LSBT bl L el W s T L5 Stack[POOBOFL0] :BPESFF98 dd offset a146_ 185 255 194
BRARSCEB mou edx, eax - N - - -
#6ABSCED pop eax Stack[ 0OOBOF40] zBBBSFFOC db  76h ; p
BBAOSCEE call try _connect_and_recw
0BAOSCY3 cnp eax, OFFFFFFFFh
0BAOSCIS jz short loc A5CA9

L i

ks £ EX
BBARSCAD
BBABSCAY loc_ NBSCAY:
GBARSCAT? mou eax, ds:CAC_IPADDRESS
@8AB5CAE mov byte ptr [eax], 1

s w2 ET

2eARSCE1

BRARSCET loc AASCE1:

DORB5CBT test esi, esi
DBABSCRY jz short loc_AB5CFY

¥

i < B

@PAASCEBE lea
GPAASCEE mow
GORASCEA call

Q0ARSCCE push
BOAASCEY
B0 ASCCE
LLLT A H T
BBAASCDA
BBABSCDA

call
now
pop
call
ChRD

edx, [ebptuvar C]
eax, esi
inet ntoa

Bax

get_randomport 88 or 43
edx, eax

eax

try_connect_and_recw
eax. BFFFFFFFFh




LAB Malware Reverse Engineering

laborator

e Malware overview

internet Communication

146.185.255.194

Thread

208.94.247.2

<

66.197.250.229

>

146.185.255.196
whatwillber.com

Persistence

Thread

"Hide Task Manager'
Thread

2015-03-20, Belgrade Security Seminar 2015

. Ransompage
padfile
e colaf et Tt af o i
= e T i e et 5
Py ==
Command T s e |
data o @m i
Collected -
data Bpaysafe s
o b eras do Eg-v
e

ity

et pac et v et e s i .

User
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Sa; Malware Reverse Engineering

laborator

e How it works

e Communication thread

e Code injection to web browser
e Bypass AV/HIPS rules

e Persistence thread

e Write value to registry
e Each 500ms

e ,Hide Task Manager” thread

e Minimize Task Manager window
e Each 500ms

2015-03-20, Belgrade Security Seminar 2015
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Malware Reverse Engineering

lahorator

. - 109.105.134.11 Lab9I4 Image1 5 Léschen
CESKA REPUBLIKA POLICIE
UsTAV POCITACOVE TRESTNE CINNOSTI Combobox1 [m -]

e How it works

T Chcete-li odblokovat Va3 potita a vyhnout se trestnimu stihdni, musite ve vyii 2000 Ké.
imeri,s,
e Ransombage T P —— :
Pokud poutivite webovou kameru, video a fotografie se ukladaji pro Géely .
identifikace \
o
|

e Borland " Panel |

Vide : ON
. ) csne kash Kde Ize koupit Ukash
Miizete byt snadno identifikovén pomaci IP adresy Vaseho pocitace a s ni spojeného
e | S C re e n doménoveho jména
Vaie IP adresa: 109.105.134.11 Labe” _3

Doménové jméno:  European Union

Misto: GTS Central Europe Vyménite penize za Ukash kupdn a zadejte kéd kuponu do
formuléfe uvedeného niZe prem—
Vas pocitac byl uzamcen!
o StayOnTop e || Editd Image3

Provoz Vaieho poiitate je pozastaven z divodu podezieni z neopravnéné Zinnosti.

Nite jsou uvedené moiné narufeni, které jste proved!

.
Elinek 274 - Autorské prav
Y PokLta nebo irest oandd svabody na dobu ai  jet
{Poutiti nebo sdileni souberu chranenych autorskymi pravy - filmy, software]

Eidnek 18 - Pornograficki produkce
Pokuta nebo néti svobody i na 2 roky ARy .
TPoutis weno sien; pomogranctich soubord) a pagsafek ard Kde Ize koupit
Etének 184 - Zneudit’ unm {do 18 en)k virobé pornografie Paysafecard
Trest odnéti svobody a3

. .
r- V I I I n (Pouiit nebo sdileni pnmu;uhchcn soubord)
-
Elanek 104 - Propagace |ero;umu Vyméfite penize za Paysafecard kupén a zadejte kéd kuponu do

Trest odnéti svobedy ai na 2
(Navitévovali jste webové strinky teroristickych organizaci) formulare uvedeného nize.

Elanek 297 - Nespravné pouiiti e, které vede ke vzniku vainé ikody
Pokuta nebo trest odnet svi

(vas potitat je infikovan .wf:?\n ktery nwe?:l infikoval dalii potitate) Kod ’— Edi‘t2 Imagez s Zabka n
Eni

[ Elanek 108 - Hazardni hry
Pokita nebo rest odnéd obody ai na 2 roky 1{2|3|4|s5)|6l|7]|8]|o]o0
[Hrals jste hazardni hry, které jsou zakonem zakazané ve Vai zemi)

v souvislost s rozhodnutim viady ze dne 22. srpna, viechny tyto trestné éiny mohou vést k
odminénému trestu po zapiaceni pokuty.

¥ike pokuty je 2000 . platha musi bit pravedens do 28 hodin po abjeveni naruien Vezméte prosim na védomi, Je pokuta musi byt zaplacena do 48 hodin. Pokud
pokud udélena pokuta nebude zaplacena, -«mmaauy bude zahajeno trestné suh. se Vam nepodafi provést platbu ve stanovené Ih{ité, odblokovani Vaseho

L] L]
| Ct ure or noise o et iy W i b i podiade nepude motne
V tomto piipadé proti Vém icky bude zahajeno trestni fizeni. e B

e Show IP address geoinfo

e User profile oriented — can be removed

2015-03-20, Belgrade Security Seminar 2015
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laborator

L% Malware Reverse Engineering

e Answers to questions

e How does the malware infiltrate the machine?
e One of the exploit PDF/font intallation/java
e Which changes are made on infected machine?

e |nstall botnet client
e Download and run Ransomware

e Where are the C&C servers?
o List of IP addresses + domain name

e What kind of data is collected and sent to C&C?

e Volume ID, IP address, webcam picture, entered code

2015-03-20, Belgrade Security Seminar 2015
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