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What is IP security?

* Encryption?

* Authentication?

* Authorization?
 Surveillance?

* Protection against forgery?

 What should be secure?

* Routing protocols?
e Address configuration?
e Data delivery?



IPv4 — address autoconfiguration

MNo. | Source Destination Frotocol | Info
1 255.255.255. 255 Discover Transaction ox7dsbd263
2 192.1528.0.1 192.188.0. 20 DHCP DHCP Offer - Transaction ID Ox7dshdzs3
=2 0R.0.0.Q2 223. 255. 235 . 255 DHCPF DHCFP Request - Transaction ID ox7dsbhbdzs=z
4 192.1528.0.1 192.188.0. 20 DHCP DHZF ACK - Transaction ID Ox7dshdzs3
5 00:0c:29:F7c:39:92 00:0c:29:4b:d65:e3 ARP wWho has 192.168.0.207 Tell 192.168.0.1
S 00:0c:29:4b:d6:e= 00:0c:29:7c:39:92 ARP 192.1628.0.20 1s at 00:0c:29:4b:d6: a3
F192.168.0. 20 147 .229.94.185 TCP 535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
8 147.229.94. 185 192.1688.0. 20 TCPF 80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS5=1460 SACK PERM=1 TSwal=7777286 TSecr




Autoconfiguration & neighbor discovery

Mo. | Source Protocgl b e mm mm mm = - o
1 255.255. 255. 255 Discowver Transaction ox7dsShbdzea
2 192.168.0. 1 192, 158.0. 20 DHCF DHCP offer - Transaction ID ox7dsbhdzs= \
2 0.0.0.0 2o55.255.255. 255 « DHCP DHCFP Request - Transaction ID ox7dsbdzs= V4
g 192.168.0. 1 192, 158.0. 20 ~~~ DHCF DHCF ACK - Transaction ID Gx?dEdeﬁ%”
2 2 2 2 2 2 2 rab:dE: ----—Hha. 7 b= o
S 00:0c:29:7c:39:92 OR:0c:29:4b:d6:e3 ARP has 192.168.0,.207 . Leld el 82168, 0. 1
5 00:0c:29:4b:d5:e3 00:0c:29: 7c:39:92 ARP 192.162.0.20 1s at 00:0c:29:4b:d&: a3
F1I9Z2.168.0. 20 147 _.229.94. 185 TCP 535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
8 147.2259.94.,185 192.168.0.20 TCF 80 = 53503 [SYM, ACK] Seq=0 Ack=1 W1n=5S792 Len=0 MSS=1450 SACK_PERM=1 TSwal=F777286 TSecI




Autoconfiguration & neighbor discovery

(o T o IV R R VY VR

Source Destination Frotocol
DHCP Discowver - Transaction ID O0x7dshdz2sz
192.162.0. 1 DHCP DHCP Offer - Transaction ID Ox7dShdz2s=
0.0.0.0 255.255. DHCP _mmﬂ-?ﬁﬁﬁﬁfbﬂ'mﬂq@ia
192.1s28.0.1 192.188.0. 20 M DHZF ACK - Transaction ID Gx?dEdeEE‘N\
O0:Q0c:29:Fc:39:92 00:0c:29:4b:d65:e3 QRP wWho has 192.168.0.207 Tell 192.168.0.1 y
00:0c:29:4b:d&:e3 0D:0c:29:7c:39:92 .ﬁ.m~-- 192.162.0.20 1s at 00:0c:29:4b:d&: a3 _—’
192.168.0.20 147 .229.94.185 TCP BIEOE = mge. Lol Seas0 Minodas00 "TERSO MSS=1460 SACK_PERM=1 TSval=24646422 TSecr=0 WS=64
147 .229.94. 185 192.1688.0. 20 TCPF 80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS5=1460 SACK PERM=1 TSwal=7777286 TSecr




Autoconfiguration & neighbor discovery

Source Destination Frotocol
1 Te-=—action ox7dsbd263
2 192.1528.0.1 ID ox7dsbdzsz
=2 0R.0.0.Q2 235. 2 . == = 1 ID ox7dsSbdzsz
4 192.1528.0.1 192.188.0. 20 DHCP DHCF" ACK - Transaction ID Ox7dshdzs3
S EE:QCc:29:Fc:329:92 00:0c:29:4b:d6:e3 ARF _J%]ﬂi—:hﬁﬁ-ﬂ-iﬂhﬂ'nlhﬂ.ﬁg;ﬁs E:l 1
S 00:0c:29:4b:d6:e= 00:0c:29:7c:39:92 A - 192 1528.0.20 1s at 00:0c:29:4b:d6: a2 ~-~~
F192.168.0. 20 147 .229.94.185 ﬁCF’ 535032 = B0 [SvmM] Seq=0 Win=14500 Len=0 MSS—l-ﬂ-&a SACK _PERM=1 TSwval=24646422 TSecr=0 WS=54
8 147.229.94. 185 192.1688.0. 20 *@~ 80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 =0 MSS=1450 SACK PERM=1 TSval=F777286 TSaci
= —
--=----—---_I




Importance of first hop security

» “Stealing” IP address assigned to another device
e Source |IP address spoofing

* Source MAC address spoofing

* ARP poisoning

* Rogue DHCP server

* Trojan.Flush.M,
* Trojan:W32/DNSChanger

* The trend is to build and operate “flat” networks
e 2 or 4 C-blocks joined into one subnet



First hop security in IPv4 @

* Port security
* Only pre-configured MAC addresses are allowed
* Limit number of MAC addresses per port
* Protection against MAC flooding
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First hop security in IPv4 @

* DHCP snooping

* Allows client access only if they obtain address from DHCP server

Static Mapping

IP: 1.1.1.100
MAC: EE

DHCP Cliemt
iP:1.1.15
MAC: AA

-
-

Host A

Server DHCP Snooping Binding Table
' Port MAC P
i1 AA 1.1.1.5
1/2 DD 1.1.1.10
1/3 EE 1.1.1.100 DHCP Client
Untrusted iP:1.1.1.5
MAC: DD

Cisco Catalyst 6500
Series Switch

Untrusted

DHCP ACK, bad IP-to-MAC binding,
bad source IP-to-port binding

Trusted Trusted
gateway
DHCP Server
I'm sourcing
\\\\\ DHCP Server

a DoS attack
from 1.1.1.5



First hop security in IPv4 @

* ARP protect
* Take advantage of DHCP snooping database
* Protect against MAC spoofing

* |P lockdown
* Take advantage of DHCP snooping database
* Protect against IP spoofing



First hop security in IPv4 - summary

* Port security + DHCP snooping + ARP protect + IP lockdown

* Only clients allowed on DHCP server are allowed to access network

* Protect against:
e attackers
* misconfiguration
 faulty network card drivers
 Worms/Viruses



IPv6

* Different autoconfiguration methods

* Stateless address autoconfiguration
* DHCPv6

 Different address assignment
* Interface is allowed to have more IPv6 addresses



Autoconfiguration & neighbor discovery

Mo. | Source

| Destination

| Protocol | Info

192.1562.0.1
0.2.0.0
192.1562.0.1

192.168.0. 20
147.229.94.185

(o T v TV R VY R Y

QO:Qc:29:Fc:39:
OD:0c:29:4b:d&:

92
a3

192.188.0. 20

223. 255. 235 . 255
192.188.0. 20
00:0c:29:4b:d65:e3
QO:0c:29: Fc:39:92
147 .229.94.185
192.1688.0. 20

DHCP
DHCP
DHCP
ARP
ARP
TCP
TCP

DHCP Offer - Transaction ID Ox7dshdzs3
DHCP Request - Transaction ID Ox7dsbd2sz
DHCP ACK - Transaction ID Ox7dshdzs3

wWho has 19z.188.0.207 Tell 19Z2.1628.0.1

192.1628.0.20 1s at 00:0c:29:4b:d6: a3

535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1450 SACK_PERM=1 TSval=7777286 TSecI

* |IPv6 — DAD, RS/RA, DHCPv6, MLDv2, ND

Ma. | Source

| Destination

| FProtocol | Info

2 I
3 fes0: :20c:29ff:fTedb:d6e3
4 feg0::a:39
S teB0: :20c: 291 :Tedb:dSe=
& TeB0: :20c:29ff: Te7c:230992
7 tfeg0: :20c:2o9ff:Tedb:dSe=
g8 feg0: :20c:29ff:fevc: 3222
9 fego: :20c:29ff: fedab:dEez
10 Te80: :20c: 29T : fedb:dESe3
11 ::
12 feg80: :a: 46
12 fe80: :20c:29ff: Tedb:dEe3
14 fego: :20c:2o0ff:fedb:dsez
15 fe80: :20c: 29 f i fedb:dESe3
15 feg80: ta: 46
17 fdoo:bobo:bebe: : f8ca:539
18 fe8o: :a:46
12 fdoo:bobo:bebe: : f8ca: 530
20 2001:67c:1220:efff::b

ffoz:
ftoz:
ffoz:
ftoz:
feso:
ffoz:
feso:
fftoz:
Ttoz:
ffoz:
feso:
feso:
ffoz:
feso:
feso:

I2001
ffoz

fes0o:

fdoo

:1l:ffab:dse= ICMPVE
2 ICMPvE
H I CMPwES
t1:2 DHCPw &
:20c: 291t f i Tedb:dS=e=2 DHCPVE
t1:2 DHCPw &
:20c:29ff :fedb: d6e3 DHCPYE
t15 ICMPwE
t1s ICMPvE
:1l:ffho:sSecz2 ICMPVE
120c:28ftf i fedb:dEaz ICMPVE
tards ICMPw &
i 15 I CMPwE
tards I CMPw &
120c: 201t i fedb:dESaez ICMPVE
16Fc:1220:efff::b TCP

r:l:ffho:secz ICMPVE
tatds ICMPwE

:bobo:bebe: :fBca: 539 TCP

Meighbor Solicitation for feg8o0::20c:z2off:fedb:dSe=

FRouter Solicitation from 0OQ:0c:29:4b:d6:e3

Router Advertisement from @0:0c:29:7Fc:329:92

Solicit XID: Ox8ds417 CID: 020100011550k los000cz2o4bdEez

Advertise XID: 0Ox8d54l7 IAA: fdoQ:bobo:bebe::f8ca:5391:b4b0:Sec2 CID: C0CO0120011550kb 1920040
Request XID: Oxad993c CID: 000100011550blsg000cz2o4bdEes TAA: Tdoo:bobo:bebe: :f8ca:5391:b¢
Reply XID: 0Oxad293c IAA: fdoo:bobo:bebe::f8ca:5391:b4b0:5Sec2 CID: Q000100011550b198000c 294
Multicast Listener Report Message w2

Multicast Listener Report Message w2

Meighbor Solicitation for fdoo:bobo:bebe: :f8ca:5391:babo:Sec2

Melghbor Solicitation for fego::2o0c:z2off:fedb:dSe=2 from 00:0c:29:7c:39:92

Meighbor Advertisement feg80::20c:29ff:fedb:dsez (sol)

Multicast Listener Report Message w2

Meighbor Solicitation for feg80::a:48 from DO:0c:29:4b:d5:e3

Meighbor Advertisement feZ0::a:458 (rtr, sol)

44423 = 80 [SYMN] Seq=0 Win=14400 Len=0 MSS=1440 SACK PERM=1 TSwval=24541428 TSecr=0 WS=54
Melighbor Solicitation for fdeoo:bobo:bebe::fT8ca:5391:babo:Secz2 from QO:0c:29: Fc:39:92
Meighbor Advertisement Tdoo:bob@:bebe: :T8ca:5391:babo:5ec2 (sol, owrl] 1s at @0:0c:29:4b:q
20 = 44422 [SrM, ACK] Seg=0 Ack=1 Win=5712 Len=0 MSS=1440 SACK_PERM=1 TSval=7772897 TSecI




Autoconfiguration & neighbor discovery

Mo. | Source

| Dest

imation

| Protocol | Info

192.1562.0.1
0.2.0.0
192.1562.0.1

192.168.0. 20
147.229.94.185

(o T v TV R VY R Y

QO:Qc:29:Fc:39:
OD:0c:29:4b:d&:

92
a3

192.188.0. 20

223. 255. 235 . 255
192.188.0. 20
00:0c:29:4b:d65:e3
QO:0c:29: Fc:39:92
147 .229.94.185
192.1688.0. 20

DHCP
DHCP
DHCP
ARP
ARP
TCP
TCP

DHCP Offer - Transaction ID Ox7dshdzs3
DHCP Request - Transaction ID Ox7dsbd2sz
DHCP ACK - Transaction ID Ox7dshdzs3

wWho has 19z.188.0.207 Tell 19Z2.1628.0.1

192.1628.0.20 1s at 00:0c:29:4b:d6: a3

535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1450 SACK_PERM=1 TSval=7777286 TSecI

* |IPv6 — DAD, RS/RA, DHCPv6, MLDv2, ND

Ma. | Source

2 I
3 fes0: :20c:29ff:fTedb:d6e3
4 feg0::a:39
S teB0: :20c: 291 :Tedb:dSe=
& TeB0: :20c:29ff: Te7c:230992
7 tfeg0: :20c:2o9ff:Tedb:dSe=
g8 feg0: :20c:29ff:fevc: 3222
9 fego: :20c:29ff: fedab:dEez
10 Te80: :20c: 29T : fedb:dESe3
11 ::
12 feg80: :a: 46
12 fe80: :20c:29ff: Tedb:dEe3
14 fego: :20c:2o0ff:fedb:dsez
15 fe80: :20c: 29 f i fedb:dESe3
15 feg80: ta: 46
17 fdoo:bobo:bebe: : f8ca:539
18 fe8o: :a:46
12 fdoo:bobo:bebe: : f8ca: 530
20 2001:67c:1220:efff::b

fftoz::
ffoz::
ftoz:
feso:
ffoz:
feso:
fftoz:
Ttoz:
ffoz:
feso:
feso:
ffoz:
feso:
feso:

I2001
ffoz

fes0o:

fdoo

ICMPYE ™0 T It 55 T M stener=—regerT Feesge v =

2 ICMPvE

1 ICMPwvE
t1:2 DHCPw &
:20c: 291t f i Tedb:dS=e=2 DHCPVE
t1:2 DHCPw &
120c:29ff:fedb:dEaez

-

:16 T ICMPVE
115

:1l:ffho:sSecz2 ICMPVE
120c:28ftf i fedb:dEaz ICMPVE
tards ICMPw &
16 ICMPwE
tards I CMPw &
120c: 201t i fedb:dESaez ICMPVE
16Fc:1220:efff::b TCP
r:l:ffho:secz ICMPVE
tatds ICMPwE

:bobo:bebe: :fBca: 539 TCP

rotocol

-
My e = TISTITILD = I o 8 T O = O =B T IO 251 T : fedb : dSe3

DHERM G == Rl 7= RIT: DR =UISST TAA ™ Tde0rbbbe: beheo: fRC.

Info

- it | —

FRouter Solicitation from 0OQ:0c:29:4b:d6:e3

Router Advertisement from @0:0c:29:7Fc:329:92

Solicit XID: Ox8ds417 CID: 020100011550k los000cz2o4bdEez

Advertise XID: 0Ox8d54l7 IAA: fdoQ:bobo:bebe::f8ca:5391:b4b0:Sec2 CID: C0CO0120011550kb 1920040

Request XID: Oxad993c CID: 000100011550blsg000cz2o4bdEes TAA: Tdoo:bobo:bebe: :f8ca:5391:b¢
q;EEQl:bdbﬂ:EECZ CID: 000100011550bl1928000c294

[ Gffoz:1ffabdees |

Meighbor Solicitation for fdoo:bobo:bebe: :f8ca:5391:babo:Sec2

Melghbor Solicitation for fego::2o0c:z2off:fedb:dSe=2 from 00:0c:29:7c:39:92

Meighbor Advertisement feg80::20c:29ff:fedb:dsez (sol)

Multicast Listener Report Message w2

Meighbor Solicitation for feg80::a:48 from DO:0c:29:4b:d5:e3

Meighbor Advertisement feZ0::a:458 (rtr, sol)

44423 = 80 [SYMN] Seq=0 Win=14400 Len=0 MSS=1440 SACK PERM=1 TSwval=24541428 TSecr=0 WS=54

Melighbor Solicitation for fdeoo:bobo:bebe::fT8ca:5391:babo:Secz2 from QO:0c:29: Fc:39:92

Meighbor Advertisement Tdoo:bob@:bebe: :T8ca:5391:babo:5ec2 (sol, owrl] 1s at @0:0c:29:4b:q

20 = 44422 [SrM, ACK] Seg=0 Ack=1 Win=5712 Len=0 MSS=1440 SACK_PERM=1 TSval=7772897 TSecI

Multicast Listener Report Message w2




Autoconfiguration IPv4 x IPv6

Mo. | Source

| Destination

| Protocol | Info

(o T v TV R VY R Y

192.1s28.0.1
Q.0.0.0
192.1s28.0.1
QO:Qc:29:Fc:39:92
00:0c:29:4b:d65:e=
192.168.0. 20

147 .229.94. 185

192.188.0. 20

223. 255. 235 . 255
192.188.0. 20
00:0c:29:4b:d65:e3
QO:0c:29: Fc:39:92
147 .229.94.185
192.1688.0. 20

DHCP
DHCP
DHCP
ARP
ARP
TCP
TCP

DHCP Offer - Transaction ID Ox7dshdzs3
DHCP Request - Transaction ID Ox7dsbd2sz
DHCP ACK - Transaction ID Ox7dshdzs3

wWho has 19z.188.0.207 Tell 19Z2.1628.0.1

192.1628.0.20 1s at 00:0c:29:4b:d6: a3

535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1450 SACK_PERM=1 TSval=7777286 TSecI

* |IPv6 — DAD, RS/RA, DHCPv6, MLDv2, ND

MNo. |Source | Destination | Protocol | Info
------I-'--'-'-'-'-'"--'-'-'-'-'-'-'-I-----
2 CIFMPVE NMeighbor Selicitatien for feBo::2oc:zoff:fe4ab: dEEE_:=b
3 feB0: :20c:29ff:fedb:d5e= = ICMPvG-"Ftﬂﬂ!!tiiihhaiiﬁti-.iEﬂihEﬂ-£h:i¥k¢ﬁr1#?&!5""--
4 feB0::a:39 ffoz::1 ICMPVEG Router Advertisement from @0:0c:29:7Fc:329:92
S teB0: :20c:29ff:Tedb:dSe= ff02::1:2 DHCPw & Solicit XID: Ox8d64l7 CID: 000100011550k loB000czZo4dbdse=
5 feB0: :20c:29ff : fe7c:3992 fe80: :20c:29ff:fedb:dSe= DHCPVES Advertise XID: 0Ox8d54l7 IAA: fdoQ:bobo:bebe::f8ca:5391:b4b0:Sec2 CID: C0CO0120011550kb 1920040
7 tfeg0o: :20c:2o9ff:fTedb:dEez ffoz2::1:2 DHCPvE Request XID: Oxad993c CID: 000100011550blsg000cz2o4bdEes TAA: Tdoo:bobo:bebe: :f8ca:5391:b¢
8 feg0: :20c:20ffT:fevc:32992 feg0: :20c:29ff:fedb: d6aez DHCPVE Reply XID: 0Oxad293c IAA: fdoo:bobo:bebe::f8ca:5391:b4b0:5Sec2 CID: Q000100011550b198000c 294
9 feso: :20c:29ff:fedb:dBez ffoz::16 ICMPVE Multicast Listener Report Message w2
10 Te80: :20c: 29t :fedb:dsez ff02::16 ICMPvE Multicast Listener Report Message w2
11 :: ffoz::1:ftho:5ec2 ICMPVE Meighbor Solicitation for fdoo:bobo:bebe: :f8ca:5391:babo:Sec2
12 feg80: :a: 46 fego: :20c:29ff :fedb:d6ez TCMPVS Melghbor Solicitation for fego::2o0c:z2off:fedb:dSe=2 from 00:0c:29:7c:39:92
12 fe80: :20c:29ff:fedb:dSe=z feg80: 1a: 46 ICMPVE Meighbor Advertisement feg80::20c:29ff:fedb:dsez (sol)
14 Te80: :20c: 29t f : fedb:d6e= ffo2: 16 ICMPvE Multicast Listener Report Message w2
15 fe80: :20c: 29t :fedb:dSe2 fe20: 1a: 45 ICMPvE Meighbor Solicitation for feg80::a:48 from DO:0c:29:4b:d5:e3
15 feg80: ta: 46 feso: :20c:29ff :fTedb:dEez ICMPVS Meighbor Advertisement fe80::a:45 (rtr, sol)
17 fdoo:bobo:bebe: :f8ca:5329. 2001 :67c: 1220:efff::b TCP 44423 = 80 [SYMN] Seq=0 Win=14400 Len=0 MSS=1440 SACK PERM=1 TSwval=24541428 TSecr=0 WS=54
18 fe8o: :a:46 ffoz::1:ffbo:secz2 ICMPVE Melighbor Solicitation for fdeoo:bobo:bebe::fT8ca:5391:babo:Secz2 from QO:0c:29: Fc:39:92
19 Tdee:bobd:bebe: : TBca:539. te80: 1 a: 45 ICMPvE Meighbor Advertisement Tdoo:bob@:bebe: :T8ca:5391:babo:5ec2 (sol, owrl] 1s at @0:0c:29:4b:q
20 2001:67c:1220:efff::b fTdoo:bobo:bebe: :f8ca:529 TCP 20 = 44422 [SrM, ACK] Seg=0 Ack=1 Win=5712 Len=0 MSS=1440 SACK_PERM=1 TSval=7772897 TSecI




Autoconfiguration IPv4 x IPv6

Mo. | Source

| Destination

| Protocol | Info

(o T v TV R VY R Y

192.1s28.0.1
Q.0.0.0
192.1s28.0.1
QO:Qc:29:Fc:39:92
00:0c:29:4b:d65:e=
192.168.0. 20
147 .229.94. 185

192.188.0. 20

223. 255. 235 . 255
192.188.0. 20
00:0c:29:4b:d65:e3
QO:0c:29: Fc:39:92
147 .229.94.185
192.1688.0. 20

DHCP
DHCP
DHCP
ARP
ARP
TCP
TCP

DHCP Offer - Transaction ID Ox7dshdzs3
DHCP Request - Transaction ID Ox7dsbd2sz
DHCP ACK - Transaction ID Ox7dshdzs3

wWho has 19z.188.0.207 Tell 19Z2.1628.0.1

192.1628.0.20 1s at 00:0c:29:4b:d6: a3

535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1450 SACK_PERM=1 TSval=7777286 TSecI

* |IPv6 — DAD, RS/RA, DHCPv6, MLDv2, ND

Mo |Source | Destination | Protocol | INnfo
2 :: ffoz::1:ffab:dse= ICMPVE __Naaghhn—sahﬂ'ﬂaﬂm_h“-iﬂgﬁﬁ ‘Fedb dEe=
3 feB0: :20c:29ff:fedb:d5e= ﬁmpvs FRouter Solicitation from Q0:0c:29:4b:d6: eB ~~\
4 feg80: 1a:39 ~.LgMPv6 Router Advertisement from QQ0:0c:29:7c:39:92 __—'
5 fegD: :Zoc:29ff: fedb:dEez ffoz::1:2 DHCP:E-'-%!!EEGni-KID--ﬂiﬁdﬁﬂlz-EIEL-J]ﬂﬂiﬂ&ﬂ!ISSEETQBBBBC294deE3
5 feB0: :20c:29ff : fe7c:3992 fe80: :20c:29ff:fedb:dSe= DHCPVES Advertise XID: 0Ox8d54l7 IAA: fdoQ:bobo:bebe::f8ca:5391:b4b0:Sec2 CID: C0CO0120011550kb 1920040
7 tfeg0o: :20c:2o9ff:fTedb:dEez ffoz2::1:2 DHCPvE Request XID: Oxad993c CID: 000100011550blsg000cz2o4bdEes TAA: Tdoo:bobo:bebe: :f8ca:5391:b¢
8 feg0: :20c:20ffT:fevc:32992 feg0: :20c:29ff:fedb: d6aez DHCPVE Reply XID: 0Oxad293c IAA: fdoo:bobo:bebe::f8ca:5391:b4b0:5Sec2 CID: Q000100011550b198000c 294
9 feso: :20c:29ff:fedb:dBez ffoz::16 ICMPVE Multicast Listener Report Message w2
10 Te80: :20c: 29t :fedb:dsez ff02::16 ICMPvE Multicast Listener Report Message w2
11 :: ffoz::1:ftho:5ec2 ICMPVE Meighbor Solicitation for fdoo:bobo:bebe: :f8ca:5391:babo:Sec2
12 feg80: :a: 46 fego: :20c:29ff :fedb:d6ez TCMPVS Melghbor Solicitation for fego::2o0c:z2off:fedb:dSe=2 from 00:0c:29:7c:39:92
12 fe80: :20c:29ff:fedb:dSe=z feg80: 1a: 46 ICMPVE Meighbor Advertisement feg80::20c:29ff:fedb:dsez (sol)
14 Te80: :20c: 29t f : fedb:d6e= ffo2: 16 ICMPvE Multicast Listener Report Message w2
15 fe80: :20c: 29t :fedb:dSe2 fe20: 1a: 45 ICMPvE Meighbor Solicitation for feg80::a:48 from DO:0c:29:4b:d5:e3
15 feg80: ta: 46 feso: :20c:29ff :fTedb:dEez ICMPVS Meighbor Advertisement fe80::a:45 (rtr, sol)
17 fdoo:bobo:bebe: : T8ca:539. 2001 :67c: 1220:efff: b TCRP 44423 = 80 [SYMN] Seq=0 Win=14400 Len=0 MSS=1440 SACK PERM=1 TSwval=24541428 TSecr=0 WS=54
18 fe8o: :a:46 ffoz::1:ffbo:secz2 ICMPVE Melighbor Solicitation for fdeoo:bobo:bebe::fT8ca:5391:babo:Secz2 from QO:0c:29: Fc:39:92
19 Tdee:bobd:bebe: : TBca:539. te80: 1 a: 45 ICMPvE Meighbor Advertisement Tdoo:bob@:bebe: :T8ca:5391:babo:5ec2 (sol, owrl] 1s at @0:0c:29:4b:q
20 2001:57c:1220:efff::b fdoo:bobo:bebe: :f8ca:532 TCP 20 = 44422 [SrM, ACK] Seg=0 Ack=1 Win=5712 Len=0 MSS=1440 SACK_PERM=1 TSval=7772897 TSecI




Autoconfiguration IPv4 x IPv6

Mo. | Source

| Destination

| Protocol | Info

(o T v TV R VY R Y

192.1s28.0.1
Q.0.0.0
192.1s28.0.1
QO:Qc:29:Fc:39:92
00:0c:29:4b:d65:e=
192.168.0. 20
147 .229.94. 185

192.188.0. 20

223. 255. 235 . 255
192.188.0. 20
00:0c:29:4b:d65:e3
QO:0c:29: Fc:39:92
147 .229.94.185
192.1688.0. 20

DHCP
DHCP
DHCP
ARP
ARP
TCP
TCP

DHCP Offer - Transaction ID Ox7dshdzs3
DHCP Request - Transaction ID Ox7dsbd2sz
DHCP ACK - Transaction ID Ox7dshdzs3

wWho has 19z.188.0.207 Tell 19Z2.1628.0.1

192.1628.0.20 1s at 00:0c:29:4b:d6: a3

535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1450 SACK_PERM=1 TSval=7777286 TSecI

* |IPv6 — DAD, RS/RA, DHCPv6, MLDv2, ND

Ma. | Source

| Destination

| FProtocol | Info

0D m=~oOWwmk WM

—
Q

N HEHHEHR R H A
[ T (N VR I R 1 Y R VY Y

2001

feso:
feso:
feBO:
feB0o:
fes0O:
feso:
feso:
feB0o:

feso:
feso:
feso:
feB0O:
fes0o:
fdoo:
feso:
fdoo:

1 20c: 2ot f
HETHC =]
1 20c:
1 20c:
r2oc:2atf
1 20c:2off
:20c:2off
120c:2otf

z2off
2of f

tards
1 20c:2off
:Z2oc: 2ot f
120c:2off
tards

bobo:bebe:

tatds

bobo:bebe:
16Fc:1220:efff: b

ifedb:dsez

:Tedb:dse=
cfTeFoci230992
:Tedb:dSez
:feFc:3902
:fedab:dse=z
:Tedb:dse=

rfedb:deez
:fedb:dEez
:Tedb:dsSez
:f8ca:539:

:f8ca:539:

ffoz:
ffoz:
ffoz:

.I:

feso:
fftoz:
Ttoz:
ffoz:
feso:
feso:
ffoz:
feso:
feso:
2001 :
ffoz:
feso:
fdoo:

:1l:ffab:dse=
2
H

ICMPVES
ICMPvE
ICMPVES

ﬁﬁg_ SOLlClt ¥XID: Ox8ds4l7 CID: 000100011550blos000cz2o4bdse=

HCPw S
HCPw &

:20c:20f f: fedb: d6e3 BHEPYE

t15
t1s
:1:ffho:secz2

ICMPUG
ICMPvES
ICMPwES

120c:29ff :fedb:dGe3 ICMPYE

tatdas
16
tatds

ICMPwvES
ICMPwS
ICMPvES

120c: 297 : fedb:dESez ICMPYE

&6Fc:1220:efff::b
:1:ffho:secz2
tatds

bobo:bebe:

TCP
I CMPw &
ICMPw &

:f8ca:539 TCP

Meighbor Solicitation for feg8o0::20c:z2off:fedb:dSe=

FRouter Solicitation from 0OQ: Bc 29 db dS eB

Routﬁi-ndue—tﬁEPM"From G6:0c:20:7c:39:92 T T T T T e e e
-

-y,
Advertise XID: Ox28ds4l7 IAA: Tdoo:boboD:bebe::f8ca:5391:babo:Secz2 CID: BBBlBBBllESBbl [ely
Request XID: Oxad993c CID: 000100011550bloso0oczo4bdSe3 T AA: fdﬂﬂ'bﬂbﬂ'bebe::fBCE:EBQL‘bI
Reply ¥ID: Oxad2993c IAA: Tdoo:bob0:bebe::fT8ca:5391:bab0:Secz2 CID: 35313351155 Oc 2594
Fﬂﬂ&naﬁ"'_uﬂ@er J&r‘iﬁessage \.rz__________________———

Multicast Listener Report Message w2

Meighbor Solicitation for fdoo:bobo:bebe: :f8ca:5391:babo:Sec2
Melghbor Solicitation for fego::2o0c:z2off:fedb:dSe=2 from 00:0c:29:7c:39:92

Meighbor Advertisement feg80::20c:29ff:fedb:dsez (sol)

Multicast Listener Report Message w2

Meighbor Solicitation for feg80::a:48 from DO:0c:29:4b:d5:e3

Meighbor Advertisement feZ0::a:458 (rtr, sol)

44423 = 80 [SYMN] Seq=0 Win=14400 Len=0 MSS=1440 SACK PERM=1 TSwval=24541428 TSecr=0 WS=54
Melighbor Solicitation for fdeoo:bobo:bebe::fT8ca:5391:babo:Secz2 from QO:0c:29: Fc:39:92
Meighbor Advertisement Tdoo:bob@:bebe: :T8ca:5391:babo:5ec2 (sol, owrl] 1s at @0:0c:29:4b:q
20 = 44422 [SrM, ACK] Seg=0 Ack=1 Win=5712 Len=0 MSS=1440 SACK_PERM=1 TSval=7772897 TSecI




Autoconfiguration IPv4 x IPv6

Mo. | Source

| Dest

imation

| Protocol | Info

192.1562.0.1
0.2.0.0
192.1562.0.1

192.168.0. 20
147.229.94.185

(o T v TV R VY R Y

QO:Qc:29:Fc:39:
OD:0c:29:4b:d&:

92
a3

192.188.0. 20

223. 255. 235 . 255
192.188.0. 20
00:0c:29:4b:d65:e3
QO:0c:29: Fc:39:92
147 .229.94.185
192.1688.0. 20

DHCP
DHCP
DHCP
ARP
ARP
TCP
TCP

DHCP Offer - Transaction ID Ox7dshdzs3
DHCP Request - Transaction ID Ox7dsbd2sz
DHCP ACK - Transaction ID Ox7dshdzs3

wWho has 19z.188.0.207 Tell 19Z2.1628.0.1

192.1628.0.20 1s at 00:0c:29:4b:d6: a3

535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1450 SACK_PERM=1 TSval=7777286 TSecI

IPv6 — DAD, RS/RA, DHCPv6, MLDv2, ND

Ma. | Source

| Destination

| FProtocol | Info

2 I
3 fes0: :20c:29ff:fTedb:d6e3
4 feg0::a:39
S teB0: :20c: 291 :Tedb:dSe=
& TeB0: :20c:29ff: Te7c:230992
7 tfeg0: :20c:2o9ff:Tedb:dSe=
g8 feg0: :20c:29ff:fevc: 3222
9 fego: :20c:29ff: fedab:dEez
10 Te80: :20c: 29T : fedb:dESe3
11 ::
12 feg80: :a: 46
12 fe80: :20c:29ff: Tedb:dEe3
14 fego: :20c:2o0ff:fedb:dsez
15 fe80: :20c: 29 f i fedb:dESe3
15 feg80: ta: 46
17 fdoo:bobo:bebe: : f8ca:539
18 fe8o: :a:46
12 fdoo:bobo:bebe: : f8ca: 530
20 2001:67c:1220:efff::b

ffoz:
ftoz:
ffoz:
ftoz:
feso:
ffoz:
feso:

Tto2:
feso:
feso:
ffoz:
feso:
feso:

I2001
ffoz

fes0o:

fdoo

:1l:ffab:dse=
12

H

t1:2

t1:z2

:1l:ttho:Secz

tatdas
16
tatds

16Fc:1220:efff: b
r:l:ffho:sSecz
tatds

<

ICMPVES
ICMPvE
ICMPVES
DHCPw S

120c: 297 : fedb: dSe3 DHCPYES

DHCPw &

120c:29ft :fedb: dEez DHCPVE
IGHRM i s M it e et i P PR P 75 ot M 00 B e s ey o, -

ICMPvES

ICM
——

~ LEMPvS
ICMPvE

120c: 297 : fedb:dESez ICMPYE

TCP
I CMPw &
ICMPw &

:bobo:bebe: :fBca: 539 TCP

-
TEMPTE™ =eighb or wSal icitation fon £do0ekbobo rbabE? TF8ca: 5301 : bab0: Sec2
120c:29ff :fedb:dGe3 ICMPYE
PyE o S T [k Gl sl sl e il Somostem T e 206s 29LE o f %ﬂb_ d_SEE (sol)
[

L
ﬁ%fﬁﬁEE? SolIcitation Tor Tead:

Meighbor Solicitation for feg8o0::20c:z2off:fedb:dSe=

Router Solicitation from Q0:0c:29:4b:d6:e3

Router Advertisement from Q0:0c:29:7c:39:92

Solicit XID: Ox8ds417 CID: 020100011550k los000cz2o4bdEez

Advertise XID: Ox28dsS4l7 IAA: Tdoo:boboD:bebe: ::f8ca:5391:b4b0:Secz2 CID: QDO1O001 1550k 1928000
Request XID: Oxad993c CID: 000100011550blsg000cz2o4bdEes TAA: Tdoo:bobo:bebe: :f8ca:5391:b¢
Reply XID: 0Oxad293c IAA: fdoo:bobo:bebe::f8ca:5391:b4b0:5Sec2 CID: Q000100011550b198000c 294

Multicast Listener Report Message w2
Melghbor Solicitation for fego::2o0c:z2off:fedb:dSe=2 from 00:0c:29:7c:39:92

Multicast Listener Report Messagf_u?_____—
ta:45 from 00:0c:29:4b:d6:e=2

Meighbor Advertisement feZ0::a:458 (rtr, sol)

44423 = 80 [SYMN] Seq=0 Win=14400 Len=0 MSS=1440 SACK PERM=1 TSwval=24541428 TSecr=0 WS=54
Melighbor Solicitation for fdeoo:bobo:bebe::fT8ca:5391:babo:Secz2 from QO:0c:29: Fc:39:92
Meighbor Advertisement Tdoo:bob@:bebe: :T8ca:5391:babo:5ec2 (sol, owrl] 1s at @0:0c:29:4b:q

80 = 44423 [SYN, ACK] Seq=0 Ack=1 Win=5712 Len=0 MSS=1440 SACK_PERM=1 TSwal=7772897 TSect




Autoconfiguration IPv4 x IPv6

MNo. |50urce | Destination | Protocol| Info
2 192.1528.0.1 192.188.0. 20 DHCP DHCP Offer - Transaction ID Ox7dshdzs3
=2 0R.0.0.Q2 223. 255. 235 . 255 DHCPF DHCFP Request - Transaction ID ox7dsbhbdzs=z
4 192.1528.0.1 192.188.0. 20 DHCP DHZF ACK - Transaction ID Ox7dshdzs3
5 00:0c:29:F7c:39:92 00:0c:29:4b:d65:e3 ARP wWho has 192.168.0.207 Tell 192.168.0.1
S 00:0c:29:4b:d6:e= 00:0c:29:7c:39:92 ARP 192.1628.0.20 1s at 00:0c:29:4b:d6: a3
F192.168.0. 20 147 .229.94.185 TCP 535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
8 147.229.94. 185 192.1688.0. 20 TCPF 80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS5=1460 SACK PERM=1 TSwal=7777286 TSecr

* |IPv6 — DAD, RS/RA, DHCPv6, MLDv2, ND

| Protocol | Info

Mao. |Source |Destinatior1

= 33 tfoz::1:ffab:dse= ICMPwE Meighbor Solicitation for feg80::20c:z2o9fft:Tedb:dSez

3 feB0::20c:29ff:fedb:dGe3 ffoz::2 ICMPWE Router Solicitation from Q@:0c:29:4b:d6:e3

4 feBD::a:39 ffez::1 ICMPWE Router Advertisement from 00:0c:29:7c:39:92

S feg0: :20c:297Tf:fedb:d6ez ffoz::1:2 DHZPw S Solicit XID: Ox8dS417 CID: 020100011550k 1928000cz294bdse=

S feB0: :20c:29ff:fe7c:3992 fe80: :20c:29ff : fedb:dSe3 DHCPVE Advertise XID: 0Ox8ds4l7 IAA: fdoo:bobo:bebe::f8ca:5391:b4b0:Sec2 CID: QOO0100011550k 1928004
7 feg0::20c:29ff:fedb:dGez ffo2::1:2 DHCPwE Request XID: Oxad993c CID: 000100011550bl198000cz294bdSes TAA: TdoO:bobo:bebe: :f8ca:5391:b4
8 feg0: :20c:20ff:fe7c:3902 feg0: :20c:29ff :fedb:d6ae3 DHCPWE Feply XID: 0Oxad993c IAs: fdoo:bobo:bebe::f8ca:5321:b4b0:5ec2 CID: 000100011550k 198000c294
9 feBo: :20c:29ff:fedab:dee=z ffoz::16 ICMPWE Multicast Listener Report Message w2

10 Te80: :20c: 29T :fedb:d6ez ffo2::16 ICMPwE MulticasLEE_thr_tﬂﬁ@ge_wz______________

-——-___--

—
]

3 mﬁ__N-El_ng;‘ Solicitation for fdoo:bobo:bebe::f8ca:52391:babo:sSec2
MRV G,

- -

1= __hde.-_igibbor Solicitation for fe80::20c:z2off:feab:dse= from E!EI:E:C:ZQ:T:'_C‘:_IB_Q_:E‘?___——
12 fe80: :20c:20ff:fedb:d6e= fes0: :a: 46 ICMPvE  Meighbor AdvertiS&HERT TEE0T f200 r2e i fegpTdees (gg1y = = T
14 feB80: :20c: 29t :fedb:d6e= ffoz2: 16 ICMPwE

ﬂuitacgsi*jﬁﬁfﬁ;%wﬂmw————————————__-__
tego: :20c:29fTt:fedb: teg0:: a: 45 —'!‘(!Hﬂé-_Neighbor Solicitation for fe80::a:45 from 00:0c:29:4b:dS:e2

feBo: :a: 48 fego: :Zo0c:z2aff:feab: E'E:!-I@Evﬁ__ms_iyb_or Advertisement feg8o::3:468 (rtr, sol) _______——
fdoo:bobo:bebe: : f8ca:539. 2001 :67c: 1220:efff::b TCP 44423 aﬁ%%fﬂmmMﬁai@ﬁ@%TSecrzﬂ WS=54
feg0::ta: a6 ffez::1:ffho:5ecz2 ——_Eﬁlmr;i-_ Meighbor Solicitation for fdeo:bobo:bebe::f8ca:5291:b4abeo:secz from GE::Bc:zg:-?'c-:m~
fdoo:bobo:bebe: : f8ca:539. feg0: - a: 45 (~~Iﬂ'“1£u_6 Meighbor Advertisement fdo@:bobo:bebe: :f8ca:5391:babo:5Sec2 (sol, owrl) 1s at EEI_EI(;_ZG—ﬂg(
2001:67c:1220:efff::b fdoo:bobo:bebe: : fBca: 539 TCP T TH T mumos oy AGK b SeqeG Acksl, W RSS2l ansGn MESs LAA0=GATH PERMET TSV =7 772697 TSecH

—_--—~~

dsez

VR R
(o U B R R o R




Autoconfiguration & neighbor discovery

Mo. | Source

| Destination

| Protocol | Info

192.1s28.0.1
Q.0.0.0
192.1s28.0.1
QO:Qc:29:Fc:39:92
00:0c:29:4b:d65:e=
192.168.0. 20

147 .229.94. 185

(o T v TV R VY R Y

192.188.0. 20

223. 255. 235 . 255
192.188.0. 20
00:0c:29:4b:d65:e3
QO:0c:29: Fc:39:92
147 .229.94.185
192.1688.0. 20

DHCP
DHCP
DHCP

ARP
ARP
TCP
TCP

DHCP Offer - Transaction ID Ox7dshdzs3
DHCP Request - Transaction ID Ox7dsbd2sz
DHCP ACK - Transaction ID Ox7dshdzs3

wWho has 19z.188.0.207 Tell 19Z2.1628.0.1

192.1628.0.20 1s at 00:0c:29:4b:d6: a3

535032 = B0 [SvmM] Seq=0 Win=14600 Len=0 MSS=1460 SACK _PERM=1 TSval=24646422 TSecr=0 WS=54
80 = 53503 [SYM, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1450 SACK_PERM=1 TSval=7777286 TSecI

IPv6 — DAD, RS/RA, DHCPv6, MLDv2, ND

Mao. | Source

| Destination

| Protocol | Info

2 1

3 feg0: :20c:28ff:fedb:
4 feBo::a:39

S feB0::20c:29Tt:fedb:
S feB0: :20c:29Tt:fe7c:
7 feg0::20c:29ft:fedb:
8 feg0: :20c:28ff:fe7c:
9 feg0: :20c:29ff:fedab:
10 fe80: :20c:29ftf:fe
11 :

12 feg0: :a: 456

H o=
n bW

fes0: :a: 48

H =
=~ O

feg0: ta: 46

ol
0 m

2001 :67c:1220:efff:

8]
Q

fego: :20c:29ff:fedb:
fego: :20c:29ff:feab:
fegBo: :20c:29ff:fTedab:

dEe3

dse=
23992
dsez
3992
deez

dEez
dEez
dsez

fdoo:bobo:bebe: : f8ca:539. feg0: - a: 45
:b

tfoz::1:ffab:dse=
ffoz::2

ffoz::1

tfez::1:2

teg0: :20c: 29Tt :fedb:d5e=
tfoz::1:2

feso: :20c:29ff:fedb:dse3
ffoz::16

feg80: :ta: 46

ffoz::16

teg0:: a: 45

ICMPWES
ICMPwES
ICMPWE
DHCPwES
DHCPwES
DHCPWS
DHCPwS
ICMPWE

ICMPwE
ICMPwE
ICMPwES

fes0: :20c:29ff:fedb:dSe= I

fdoo:bobo:bebe: :f8ca:539: 2001 :67c: 1220:efff: :b

ffoz::1:ftho:Sacz2

fdoo:bobo:bebe:

T

rEs

—_— oy 44423 = B0 [S¥MN] Segq=0 Win=14400 Len=0 MSS=1440 SACK PERM=1 TSval=24541428 ngcﬁ—ﬂﬂg 54

ICMPwE

I({:ﬂé"_
:f8ca:539 TC e B0 = 44423 [s¥M, ACK] Seq=0 Ack=1 Win=5712 Len=0 MSS=1440 SACK_PERM=1 TSm.ral_?;?.aﬁa?' Sec

ﬂe;mmﬁﬁmmmﬂ#EEEMMﬁ“&ﬁg@ 7c:39:92

Meighbor Solicitation for feg80::20c:z2o9fft:Tedb:dSez
Fouter Solicitation from 00:0c:29:4b:d&6:e3
Router Advertisement from Q0:0c:29:7c:39:92
Solicit XID: Ox8dS417 CID: 020100011550k 1928000cz294bdse=
Advertise XID: oOx2ds4l7 IAA: Tdo0:bobO:bebe: ::f8ca:5391:b4b0:Sec2 CID: 000100011550k 192000
Request XID: Oxad993c CID: 000100011550bl198000cz294bdSes TAA: TdoO:bobo:bebe: :f8ca:5391:b4
Feply XID: 0Oxad993c IAs: fdoo:bobo:bebe::f8ca:5321:b4b0:5ec2 CID: 000100011550k 198000c294
Multlcast Listener Report Message w2

Listener Report Message v2

Solicitation for fdoo:bobo:bebe::f8ca:52391:babo:sSec2

Solicitation for fe80::20c:29ff:fedb:d6ez from 00:0c:29:7Fc:39:92
MNeilighbor Advertisement feg80::20c:29ff:fedb:dSez (sol)
Multicast Listener Report Message w2

qhhg,_SaLiﬂiint!en‘*u*'*!ﬁﬂlﬂﬁf!ms'FFUMFEB'BE'EE-ﬂE'HEFQQr---...._______.

NE.-1ghbor Advertisement feg80::a3:46 (rtr, sol) _——

Meighbor Advertisement fdo@:bobo:bebe: :f8ca:5391:babo:5Sec2 (sol, owrl) 1s at 00: O ™28 4b -




DAD — DoS attack

e Step 1, Host: Can | use IPv6 address AA:BB::CC
» Step 2, Attacker: No the address is used
e Step 3, Host: Can | use IPv6 address AA:BB::DD
* Step 4, Attacker: No the address is used

* Existing tool from thc-toolkit (http://thc.org/thc-ipv6/):

# ./dos-new-1ipv6 ethO


http://thc.org/thc-ipv6/
http://thc.org/thc-ipv6/
http://thc.org/thc-ipv6/

DAD — DoS attack

Mo. | SoLurce

|De5ti|’|atin::u|’|

lnfo

l, SE TfozZ::1:ffca:@26b Meighbor Solicitation for feS80::2c40:10fa:40ca: 4268k

2 feB0: :2c40: 10fa: 40ca: 426b ffoz:: =z Fouter Solicrtatiomn -from-00t0c +25-d5 4ot ab

2 feg0: :2ca0: 1l0fa:d4oca: 426k ffoz: : 16 Multicast Listener Report Message.w2

4 fego: :2c40: 10fa:40ca:4z26b ffoz::1 Melighbor Advertisemen€ feB80::2c40:10fa:d40ca:426b (ovr) i1s at @0:0c:5S6:4b: 7FO:0cC
5 fegd: :3156:bbat :9ebc: 653 fT02:: 16 Multicast Listener Report Message w2

s Tegd::a:39 ffoz::1 Fouter Advertisement from Q0:0c:29:7c:39:92

7 Teg0: :2ca40: 10fa: 40ca: 426b ffoz::1 Meilghler—Aovertisement TeB0: :2cdd  lOT S 4oear426h-lovwr) 1s at Q0:0c:56:4b: 70: 0Oc
8 :: Tfoz::1:ffhc:T653 _MNeighbor Solicitation for feg80::3156:bbaf:cebc: 653

9 fego: :21565:bbhaf :9ebec:fe52 ffoz2: 15 Multicast Listener ReRport Pessage o=

1o feso: :2156:bbhaf i oebe:fes2 ffoz::1 Melghbor Advertisement fego::zlsschbafroeporfesz~(ovriTs at-0010e:2c:5a:10: 87
11 feso: :3156:bbaf :oebc:fes3 ffoz::1 Melighbor Advertisemént feB80::3156:bba8f:9ebc:f652 (ovr) i1s at Q0:0c:3c:6a:10: 87
12 te80: :ecc9: 1Tf2:bc8b:doez ffo2::16 Multicast Listener Report Message va

12 :: Tfoz::1:ff8b:d0e= Meighbor Solicitation for fe80::ecc9:1fZ2:bcs8b:doez

14 teg80: ecc9: 1fZ2:bec8b:doez ffoz2::186 Multicast Listener Report Message w2

15 tfeB0: tecc9: 1fZ2:bec8b:doez fTfoz::1 Melghbor Advertisement feB0::ecc9:1t2:be8b:doe3 (owvr) 1s at 00:0c:6b:3c:95:ee
18 feB0: iecco:1f2:bec8b:doez ffoz::1 Melighbor Advertisement feg80::ecc9:1f2:bc8b:dfez (ovr)] 1s at C0:0c:6b:3c:95:ce
17 feBo: :4lel:bsac:g248f :55fth ffoz:: 18 Multicast Listener Report Message w2

18 :: ffoz::1:ffaef:55fb Meighbor Solicitation for feS0::4lel:bs4ac:s48f:55FTh

19 te80: ::4lel:bs4ac: 8481 : 55Th ffo2::16 Multicast Listener Report Message v2
20 teB0::4lel:bsac:g848f :55Th Tfoz2::1 Melighbor Advertisement feB20::41el:bsdc:2848T :55tkh (ovr) 1s at Q0:0c:d2:0d:6a:53
21 feBo::4lel:bsac:g848f :55th Tfoz2::1 Melighbor Advertisement feB80::41el:bsAc:2848T :55tkh (ovr) 1s at Q00:0c:d2:0d:6a:53
22 teB0: :cBa:7esbh:c82d:as599 ff02::16 Multicast Listener Report Message w2
23 :: ffoz::1:ff2d:a5929 Neighbor Solicitation for feg20::c8a:7eSh:cB2d:as99
24 feB0: :cBa:7eSh:c82d:asge ffoz::1 Melighbor Advertisement fe80::c8a:7eSbhb:cB82d:as92 (ovr) 1s at 00:0c:ld:bf:ac:fs
25 feB80: :cB8a:7esbh:c82d:asg9e ffoz::16 Multicast Listener Report Message w2
25 teB0: :cB8a:7esSh:c82d: a9 fTfoz::1 Melighbor Advertisement feB0::c8a:7eSh:c82d:a699 (owvr) 1s at 00:0c:ld:bf:ac:fs5
27 teB0: :cd3:bfs52:8c6e:blaa ffoz2::16 Multicast Listener Report Message w2
28 :: Tfoz::1:ffEe:blad Meighbor Solicitation for fe80::cd3:bfsz2:8cSe:blad
29 tfeB0: :cd3:bfs52:8cEe:blaa ffoz2::16 Multicast Listener Report Message w2
T T =M =T TR = Ko M S0 S e TN - P == = N ffma . ] Bl waln by pm Arlspmmdg ot Qi ol D fE D s DS o] v Fmnpem ) 5 o O e D T e e e T e ey oy




DAD — DoS attack
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DAD — DoS attack

* Widows platform
* Tries 5 attempts ant them gives up (DHCPv6, SLAAC)

* Linux
* Depends on distribution — usually ignores DADs by default

* HP L3 switches (ProCurve platform)
e Disables IPv6 address on the interface forever

e Result:
e User is not able communicate over IPv6 network.



RA flood

Flooding IPv6 hosts with Router Advertises
thc-toolkit (http://thc.org/thc-ipv6/):

# ./flood router6 ethO

All Windows Vista/7/8 boxes will freeze

Other platforms will have problems with IPv6 connectivity

* The problem is known for more than 3 years — no patch/update vyet.

* More info:
http://samsclass.info/ipv6/proj/flood-router6a.htm



http://thc.org/thc-ipv6/
http://thc.org/thc-ipv6/
http://thc.org/thc-ipv6/
http://samsclass.info/ipv6/proj/flood-router6a.htm
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http://samsclass.info/ipv6/proj/flood-router6a.htm

Microsoft, Juniper urged to patch dangerous IPv6 DoS
hole

Despite growing pressure from security experts, Microsoft and Juniper have so far refused to patch a
dangerous hole that can freeze a Windows network in minutes.

By Julie Bort, Netwaork Word
May 03, 20771 05: 26 PM ET

W0 2 Comments |j:_;| Print |;| + Briefcase @ What's this?

Security experts are urging Microsoft and Juniper to patch a year-old I1Pv6 vulnerability so
dangerous it can freeze any Windows machine on a LAN in a matter of minutes.

Microsoft has downplayed the risk because the hole requires a physical connection to the wired
LAMN. Juniper says it has delayed a patch because the hole only affects a small number of its
products and it wants the IETF to fix the protocol instead.

SEE IT YOURSELF: How to use a known |IPvE6 hole to fast-freeze a Windows network

The vulnerability was initially discovered in July 2010 by Marc Heuse, an |T security consultant
in Berlin. He found that products from several vendors were vulnerable, including all recent
versions of Windows, Cisco routers, Linux and Juniper's Netscreen. Cisco issued a patch in
October 2010, and the Linux kernel has since been fixed as well. Microsoft and Juniper have
acknowledged the vulnerability, but neither have committed to patches.

The hole is in a technology known as router advertisements, where routers broadcast their
IPvE addresses to help clients find and connect to an IPv6 subnet. The DoS attack involves
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IPv6 Attack Tools

 THC IPv6 Attack Toolkit — parasite6, alive6, fake router6, redir6,
toobigb, detect-new-ip6, dos-new-ip6, fake_mld6, fake_mipv6,
fake_advertiser6, smurf6, rsmurf6

http://www.thc.org/thc-ipv6/

* SI6 Networks' IPv6 Toolkit — flow6, frag6, icmp6, jumbo6, na6, nib,
ns6, rab, rd6, rs6, scanb, tcpb

http://www.si6bnetworks.com/tools/ipv6toolkit/



http://www.thc.org/thc-ipv6/
http://www.thc.org/thc-ipv6/
http://www.thc.org/thc-ipv6/
http://www.si6networks.com/tools/ipv6toolkit/

Abuse of IPv6 autoconfiguration

* More than 90% of devices supports dualstack
* Most of them use autoconfiguration (SLAAC) to get IP address (MS Vista/7,
Linux, Mac OS, iOS, BSD*)

e Steps to make an attack:
» Setup attacker’s IP to act as a RA sender
* Prepare a DHCPv6 server on the attacker's PC; as DNS servers provide

attacker’s addresses

* Modify the behavior of DNS server to return A or AAAA records for
www.google.com, www.yahoo.com, etc. to your attacker’s address

* Transparent proxy service allows attacker to modify content of webpages, ...



http://www.google.com
http://www.yahoo.com

VIDEO



It is not a problem!

IPv4 has very similar issues related to autoconfiguration. There is no
difference between IPv6 and IPv4.

It is true, but ...



First hop security in IPv4
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Rogue DHCP server v

ARP poisoning

Forces users to use DHCP

Source IPv4 address spoofing

Source MAC address spoofing
v

Require support on access port

e |Pv4 autoconfiguration = DHCP + protection on switches
— DHCP snooping

e Blocking DHCP answers on access port

e Building binding database (MAC-IP) related to access port
— Dynamic ARP protection/ARP inspection

* MAC-IP address database based on DHCP leases

e Checking content of ARP packets on client access port

— Dynamic lock down, IP source guard
e The MAC-IP database is used for inspection of client source MAC and IP address.



First hop security for IPv6

e SeND (RFC 3971, March 2005)

* Based on cryptography CGA keys
e Requires PKl infrastructure
* How client obtains his own certificate?
e Can not work with
* Manually configured, EUl 64 and Privacy Extension addresses

 RA-Guard, PACL (RFC 6105, February 2011)

* Dropping fake RA messages on access port (RA Snooping)

* Can be easily avoided using fragmentation and extension headers (http://tools.ietf.org/html/draft-
gont-vbops-ra-guard-evasion-01)

e SAVI (draft-ietf-savi-*, divided into more drafts)

e Complex solution including source addres validation
* ND Inspection (Cisco devices) provides similar level of protection


http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
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First hop security for IPv6

Fragment reassembling or undetermined traffic option
must be used (Cisco).

RA-Guard

SAVI, ND

inspection
1 NFNII)

Rogue DHCPv6 server

R | N | ACL/PACL

&

v
\
Intentional rouge router advertise I
cacne poisoning ("o
v
v
v
v
v

Source IPv6 address spoofing

DAD DOS attack

Neighbour cache overload

Source MAC address spoofing

Requires support on access switches v v

Requires support or configuration on client side v




Do we really need first hop security ?

e Fact: 15 years ago we did not have first hop security for IPv4 as well.
We need more time while those features will be widely available for
IPv6 (for good price).

but...

* Today we do not build networks that will be operated in 1998.
* Requirements on networks are extremely different than 15 years ago.
* Today, we are building networks that should work for next 5 years!



Cost of first hop security for IPv6

* Real example: access switches for 150 users 168 ports, 1Gb/s, non PoE
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1x HP 4208-96 vl Switch (J8775B)
_ $58.90 % v
3x HP 24-port Gig-T vl Module (J8768A)
1x HP 2910-48G al Switch (J9147A)
$96.23 v v v

3x HP 2910-24G al Switch (J9145A)

Prices taken from http://www.amazon.com/ (list prices)
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Available Features Filter By GUARD
Eiuin:hFurl | = = uEl:'au1'|n|::|l|.|'|al-_ll'ln' 'i.l"iawbm::

MName

Available Features Filter By PACL

s Serchror | | < > B Remove Fiker [ View Deoc
& IPvE RA-Guard Host Mode i
2 IPvE PACL support
7 IPvE Router Advertisement (RA) Guard [+ ) Add
I ) @ Femowe
4 W55 - PACL support B Clear All

Enter characters for Ihve search on Filbered Output

I
SRR | P1atform |

Sort
a @ I0s S
=] CATEDD0-VS-5720-10G,/MSFC3
=| CATeOD0-VS5-52T
= | CATEDDI-SUPF20/MSFC3
= | CAT&DDO-SUPIZ/MEFC2A,
=| CAT4948E
=| CAT4948-E-F
=| CATAS00M
=| CAT4500E-SUPEL-E

| =] CATA500E-SUPEE




How to mitigate impact of those attacs

e Setup an native connectivity into network

* Prefix monitoring and sending alerts
* ramond - http://ramond.sourceforge.net/
 rafixd - http://www.kame.net/
* ndpmon - http://ndpmon.sourceforge.net/
* scapyb - http://hg.natisbad.org/scapy6/

* In many cases the only thing we can do today


http://ramond.sourceforge.net/
http://www.kame.net/
http://ndpmon.sourceforge.net/
http://hg.natisbad.org/scapy6/

Conclusion

* Deploying IPv6 can bring some new security threats
* Rules applied for IPv4 are not applied for IPv6 by default
* Firewall rustles, policies, DS, IPS, access policies
* We should apply same security rules for both IPv4 and IPv6

* Unattended IPv6 traffic could be blocked, unused IPv6 services should be
disabled

* Transition techniques can bring a new risk (tunnels enabled by default)

* |Pv6 enthusiasts are not responsible your security policy
* |n case of troubles you will be in trouble

* Consider environment you working in
* Universities — more open, not attractive target
* Enterprise — strict rules, high lever or risks
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