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What is IP security? 

• Encryption? 

• Authentication? 

• Authorization? 

• Surveillance? 

• Protection against forgery? 

 

• What should be secure? 
• Routing protocols?  

• Address configuration?  

• Data delivery? 

 

 

 



IPv4 – address autoconfiguration 



Autoconfiguration & neighbor discovery 

DHCP 



Autoconfiguration & neighbor discovery 

ARP 



Autoconfiguration & neighbor discovery 

Regular traffic (http) 



Importance of first hop security 

• “Stealing” IP address assigned to another device  

• Source IP address spoofing  

• Source MAC address spoofing 

• ARP poisoning 
 

• Rogue DHCP server  
• Trojan.Flush.M,  

• Trojan:W32/DNSChanger 
 

• The trend is to build and operate “flat” networks 

• 2 or 4 C-blocks joined into one subnet 

 



First hop security in IPv4 ① 

• Port security 
• Only pre-configured MAC addresses are allowed 

• Limit number of MAC addresses per port 

• Protection against MAC flooding 



First hop security in IPv4 ② 

• DHCP snooping 
• Allows client access only if they obtain address from DHCP server 

 



First hop security in IPv4 ③ 

• ARP protect 
• Take advantage of DHCP snooping database 

• Protect against MAC spoofing 

 

• IP lockdown 
• Take advantage of DHCP snooping database 

• Protect against IP spoofing 



First hop security in IPv4 - summary 

• Port security + DHCP snooping + ARP protect + IP lockdown 

 

• Only clients allowed on DHCP server are allowed to access network 

 

• Protect against: 
•  attackers 

•  misconfiguration 

• faulty network card drivers 

• Worms/Viruses 

 

 



IPv6 

• Different autoconfiguration methods 
• Stateless address autoconfiguration 

• DHCPv6 

 

• Different address assignment 

• Interface is allowed to have more IPv6 addresses 



Autoconfiguration & neighbor discovery 

• IPv6 – DAD, RS/RA, DHCPv6, MLDv2, ND  



Autoconfiguration & neighbor discovery 

• IPv6 – DAD, RS/RA, DHCPv6, MLDv2, ND  

MLDv2 G: ff02::1:ff4b:d6:e3 

G: ff02::1:ff4b:d6:e3 



Autoconfiguration IPv4 x IPv6 

• IPv6 – DAD, RS/RA, DHCPv6, MLDv2, ND  

DAD 



Autoconfiguration IPv4 x IPv6 

• IPv6 – DAD, RS/RA, DHCPv6, MLDv2, ND  

SLAAC 



Autoconfiguration IPv4 x IPv6 

• IPv6 – DAD, RS/RA, DHCPv6, MLDv2, ND  

DHCPv6 



Autoconfiguration IPv4 x IPv6 

• IPv6 – DAD, RS/RA, DHCPv6, MLDv2, ND  

MLDv2 G: ff02::1:ffb0:5ec2 

G: ff02::1:ffb0:5ec2 



Autoconfiguration IPv4 x IPv6 

• IPv6 – DAD, RS/RA, DHCPv6, MLDv2, ND  

ND 



Autoconfiguration & neighbor discovery 

• IPv6 – DAD, RS/RA, DHCPv6, MLDv2, ND  

Regular traffic (http) 



DAD – DoS attack 

• Step 1, Host: Can I use IPv6 address AA:BB::CC  

• Step 2, Attacker: No the address is used 

• Step 3, Host: Can I use IPv6 address AA:BB::DD 

• Step 4, Attacker: No the address is used 

• … 

• Existing tool from thc-toolkit (http://thc.org/thc-ipv6/): 

 

 

 

 

 

# ./dos-new-ipv6 eth0 

http://thc.org/thc-ipv6/
http://thc.org/thc-ipv6/
http://thc.org/thc-ipv6/


DAD – DoS attack 



DAD – DoS attack 



DAD – DoS attack 

• Widows platform  
• Tries 5 attempts ant them gives up (DHCPv6, SLAAC) 

• Linux 
• Depends on distribution – usually ignores DADs by default  

• HP L3 switches (ProCurve platform)  
• Disables IPv6 address on the interface forever 

 

 

• Result: 
• User is not able communicate over IPv6 network.  

 



RA flood 

• Flooding IPv6 hosts with Router Advertises  

• thc-toolkit (http://thc.org/thc-ipv6/): 

 

 

 

• All Windows Vista/7/8 boxes will freeze  

• Other platforms will have problems with IPv6 connectivity 

• The problem is known for more than 3 years – no patch/update yet.  

• More info:  

http://samsclass.info/ipv6/proj/flood-router6a.htm 

 

# ./flood_router6 eth0 

http://thc.org/thc-ipv6/
http://thc.org/thc-ipv6/
http://thc.org/thc-ipv6/
http://samsclass.info/ipv6/proj/flood-router6a.htm
http://samsclass.info/ipv6/proj/flood-router6a.htm
http://samsclass.info/ipv6/proj/flood-router6a.htm




VIDEO 

 

 

 

 



IPv6 Attack Tools 

• THC IPv6 Attack Toolkit – parasite6, alive6, fake_router6, redir6, 
toobig6, detect-new-ip6, dos-new-ip6, fake_mld6, fake_mipv6, 
fake_advertiser6, smurf6, rsmurf6 

 http://www.thc.org/thc-ipv6/ 

 

• SI6 Networks' IPv6 Toolkit – flow6, frag6, icmp6, jumbo6, na6, ni6, 
ns6, ra6, rd6, rs6, scan6, tcp6 

 http://www.si6networks.com/tools/ipv6toolkit/ 

 

 

http://www.thc.org/thc-ipv6/
http://www.thc.org/thc-ipv6/
http://www.thc.org/thc-ipv6/
http://www.si6networks.com/tools/ipv6toolkit/


Abuse of IPv6 autoconfiguration 

• More than 90% of devices supports dualstack 
• Most of them use autoconfiguration (SLAAC) to get IP address (MS Vista/7, 

Linux, Mac OS, iOS, BSD*) 

• Steps to make an attack: 
• Setup attacker’s IP to act as a RA sender 

• Prepare a DHCPv6 server on the attacker's PC; as DNS servers provide 
attacker’s addresses  

• Modify the behavior of DNS server to return A or AAAA records for 
www.google.com, www.yahoo.com, etc. to your attacker’s address 

• Transparent proxy service allows attacker to modify content of webpages, …  

http://www.google.com
http://www.yahoo.com


VIDEO 



  

It is not a problem!  
 

 

IPv4 has very similar issues related to autoconfiguration. There is no 
difference between IPv6 and IPv4. 

 

It is true, but … 



First hop security in IPv4 
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Rogue DHCP server ✔     ✔ 

ARP poisoning   ✔   ✔ 

Forces users to use DHCP   ✔ ✔ ✔ 

Source IPv4 address spoofing     ✔ ✔ 

Source MAC address spoofing     ✔ ✔ 

Require support on access port ✔ ✔ ✔ ✔ 

• IPv4 autoconfiguration = DHCP + protection on switches 

– DHCP snooping  
• Blocking DHCP answers on access port 

• Building binding database (MAC-IP) related to access port 

– Dynamic ARP protection/ARP inspection 
• MAC-IP address database based on DHCP leases 

• Checking content of ARP packets on client access port 

– Dynamic lock down, IP source guard  
• The MAC-IP database is used for inspection of client source MAC and IP address. 

 



First hop security for IPv6 

• SeND (RFC 3971, March 2005) 
• Based on cryptography CGA keys 
• Requires PKI infrastructure 

• How client obtains his own certificate? 

• Can not work with  
• Manually configured, EUI 64 and Privacy Extension addresses 

 

• RA-Guard, PACL (RFC 6105, February 2011) 
• Dropping fake RA messages on access port (RA Snooping)  
• Can be easily avoided using fragmentation and extension headers (http://tools.ietf.org/html/draft-

gont-v6ops-ra-guard-evasion-01) 
 

• SAVI (draft-ietf-savi-*, divided into more drafts) 
• Complex solution including source addres validation 
• ND Inspection (Cisco devices) provides similar level of protection  

 
 

 

 

 

http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01
http://tools.ietf.org/html/draft-gont-v6ops-ra-guard-evasion-01


First hop security for IPv6 
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Rogue DHCPv6 server   ✔ ✔   ✔ ✔ 

Accidently rogue router advertise ✔ ✔   ✔ ✔ ✔ 

Intentional rouge router advertise       ✔ ✔ ✔ 

ND cache poisoning     ✔ ✔ ✔ ✔ 

Source IPv6 address spoofing     ✔ ✔ ✔ ✔ 

DAD DOS attack     ✔   ✔ ✔ 

Neighbour cache overload     ✔   ✔ ✔ 

Source MAC address spoofing     ✔   ✔ ✔ 

Requires support on access switches ✔ ✔ ✔     ✔ 

Requires support or configuration on client side       ✔ ✔   

Fragment reassembling or undetermined traffic option 

must be used (Cisco).  



Do we really need first hop security ?  

• Fact: 15 years ago we did not have first hop security for IPv4 as well. 
We need more time while those features will be widely available for 
IPv6 (for good price).  
 

but… 
 

• Today we do not build networks that will be operated in 1998.  

• Requirements on networks are extremely different than 15 years ago.  

• Today, we are building networks that should work for next 5 years! 



Cost of first hop security for IPv6 

• Real example: access switches for 150 users 168 ports, 1Gb/s, non PoE 

Prices taken from http://www.amazon.com/ (list prices) 

• Installation with 150 access ports 

• $96   * 150 = $14 400 

• $138 * 150 = $20 700 (~   40% higher costs)  

• $250 * 150 = $37 500 (~ 160% higher costs) 
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1x HP 4208-96 vl Switch (J8775B) 
$58.90  

      
✔ ✔   

3x HP 24-port Gig-T vl Module (J8768A)       

1x HP 2910-48G al Switch (J9147A) 
$96.23  

      
✔ ✔ ✔ 

3x HP 2910-24G al Switch (J9145A)       

1x HP 5412-96G zl Switch (J8700A) 
$138.18  ✔ ✔ 

  
✔ ✔ ✔ 

3x HP 24-port 10/100/1000 PoE zl Module (J8702A)   

1x HP 5800-48G Switch (JC105A) 
$250.21  ✔ ✔ ✔ ✔ ✔ ✔ 

3x HP 5800-24G Switch (JC100A) 





How to mitigate impact of those attacs 

 

• Setup an native connectivity into network 

• Prefix monitoring and sending alerts   
• ramond - http://ramond.sourceforge.net/ 

• rafixd - http://www.kame.net/ 

• ndpmon - http://ndpmon.sourceforge.net/ 

• scapy6 - http://hg.natisbad.org/scapy6/ 

 

• In many cases the only thing we can do today 
 

 

 

http://ramond.sourceforge.net/
http://www.kame.net/
http://ndpmon.sourceforge.net/
http://hg.natisbad.org/scapy6/


Conclusion  

• Deploying IPv6 can bring some new security threats  
• Rules applied for IPv4 are not applied for IPv6 by default  

• Firewall rustles, policies, DS, IPS, access policies 
• We should apply same security rules for both IPv4 and IPv6  

 

 

• Unattended IPv6 traffic could be blocked, unused IPv6 services should be 
disabled    
• Transition techniques can bring a new risk (tunnels enabled by default) 

 

• IPv6 enthusiasts are not responsible your security policy  
• In case of troubles you will be in trouble  

 

• Consider environment you working in  
• Universities – more open, not attractive target 
• Enterprise – strict rules, high lever or risks  

 
 




